D-33 Safe Use of Digital
Technologies and Online
Environments

National Quality Standard (NQS) Alignment

QA 2.1.2: Health practices and procedures
QA 2.2.3: Child protection

QA 4.1: Staffing arrangements

QA 4.2.2: Professional standards

QA 6.1: Supportive relationships with families
QA 7.1.2: Management systems

National Regulations

Reg. 85: Incident, injury, trauma, and illness policies and procedures
Reg. 86: Notification to parents of incident, injury, trauma, and iliness
Reg. 87: Incident, injury, trauma, and iliness record

Reg. 168: Education and care service must have policies and procedures
Reg. 181: Confidentiality of records kept by approved provider

My Time, Our Place Learning Outcomes (MTOP)

LO 1: Children feel safe, secure, and supported
LO 3: Children become strong in their social and emotional wellbeing
LO 4: Children are confident and involved learners

Purpose

This policy ensures that all photography, video recording, digital device usage, and potential
surveillance at Kids Castle Vacation Care:

e Protects children’s safety



e Complies with legislation and NSW Child Safe Standards
e Maintains transparency with families and staff
e Supports documentation, observation, and incident reporting

Procedures

1. Parental Consent for Photos/Videos
e Parents/guardians must complete the consent section as part of enrolment:
“Do you give consent for your child to be photographed or video recorded during

normal activities and excursions?”

e Yes: Authorises the service to capture images/videos in daily activities and
excursions.

e No: Ensures exclusion from photography/video except where legally required
(e.g., incident documentation).

e Consent applies until:
e Updated via a new enrolment form or written notice
e The child leaves the service
e Parents may withdraw or amend consent at any time in writing.
e Where consent is provided, educators may:
e Capture images without showing the child’s face when possible
e Blur or cover non-consenting children’s faces in group photos
e Take reasonable steps to prevent non-consenting children being included
2. Storage, Access, and Deletion of Media Files

e Media files will be stored on secure, password-protected devices or approved cloud
services.

e Access restricted to authorised staff for approved purposes.

e Retention period: maximum 12 months, unless required for compliance,
documentation, or ongoing consented purposes.

e Files will be securely deleted after the retention period or if consent is withdrawn.



e Prohibited: USB drives, personal devices, or unencrypted storage for children’s
media.

e Images linked to incident, injury, trauma, iliness, or child protection records will be
stored with the relevant record and retained in accordance with Regulation 87 (until
the child’s 25th birthday in NSW).

3. Surveillance (CCTV)
e Kids Castle does not currently use CCTV for monitoring or recording children.
e [f CCTV is introduced:
e Parents, staff, and visitors will be notified via signage and policy updates
e Procedures will outline secure storage, access limits, and deletion timeframes
e CCTV will only be implemented after consultation with families and staff
4. Use of Digital Devices
e Centre-issued devices (Kids Castle Centre mobile phone and iPads):

e Used for capturing children’s photos/videos for documentation

e Used for marking rolls, completing observations, and recording injuries or
incidents via the Xplor App

e Personal devices (staff):

e Educators are not permitted to carry or use personal mobile phones/smart
watches during sessions.

e Only the Nominated Supervisor and Responsible Person on duty may carry a
personal phone/smart watch, strictly for emergency use.

e All other staff must store personal devices in the staff area or office.

e All photos, documentation, and communication must be completed using
centre-issued devices only.

e Children’s mobile devices (phone and/or smart watch):
e Must be kept inside the children’s school bag or in the Kids Castle office.

e Children are not allowed to take photos or videos of other children within the
service.



e Parents’ and carers’ mobile devices:

e Parents and carers are not allowed to take photos or videos of children other
than their own child(ren).

e The educator will speak to the parent/carer to stop this action immediately.
e The incident will be recorded and reported to the Responsible Person on duty.
e Recurring actions will be reported to the school and regulatory authority.

5. Online Environments

e Kids Castle uses approved digital platforms (Xplor Home & Xplor Playground) for
communication with families, documentation, and program records.

e Children participate in educational programs using iPads, including coding, 3D
design, and creative media programs.

e When using iMovie or similar, children may capture images/videos of objects only, not
other children or staff.

e All online content accessed by children must be age-appropriate and safe.
e Access to platforms/devices restricted to authorised staff with secure passwords.

e Children’s images, videos, or personal information must not be shared publicly or on
social media.

e Staff must monitor children’s use of online programs and apps, ensuring adherence
to this policy, privacy, and child safety standards.

6. Monitoring Staff Compliance
e The Nominated Supervisor or delegated supervisor will:
o Conduct regular audits of media storage, and device usage
o Investigate and document breaches
e Breaches may result in disciplinary action (up to termination) and may be reported to
relevant authorities
7. Related Policies

Policy A-3: Philosophy



Policy A-11: Maintenance of Records
Policy A-14: Complaints
Policy D-23: Child Management
Policy E-2: Written Programs
8. Review
This policy will be reviewed annually or earlier if:
e Legislation changes
e New technologies are introduced
e Feedback from families or staff indicates improvement is needed
Sources
e Education and Care Services National Regulations 2011
e National Quality Standard
e My Time, Our Place Framework for School Age Care in Australia
e Privacy Act 1988
e NSW Child Safe Standards
e ACECQA National Model Code: Taking Images (2025)

e ACECAQA Info Sheet: Record Keeping to Support Child Protection (2024)

Policy Review

Policy Number: D-33

Policy Name: Safe Use of digital technologies and Online Environment
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Approved by: Management Committee

Approval Date: Friday 4 September 2026



This policy will be reviewed earlier if there are changes to the National Law, National
Regulations, NSW legislation, regulatory requirements or relevant ACECQA/NSW Early
Learning Commission guidance.
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